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Internet Is Not Safe

Since the traditional Internet Protocols have no built-in security features, embedded
systems have been avoiding using the Internet. Modern security protocols solve this
problem, providing perfectly secure communication over non-secure networks.

T h advantages of having the

e embedded systems con-
nected to the Internet would be tremen-
dous. Today, servicing and software
updates almost always require a repair-
man traveling to the site to make re-
placements or updates. If the device was
connected to the Internet, the opera-
tor could make any necessary adjust-
ments or updates from a remote loca-
tion.

These advantages have been obvi-
ous to the world industry for some years
already, yet Internet usage is not widely
used. The main reason for this is lack

of security. Many embedded systems
perform safety-critical missions such as
aircraft or factory control; others are
business-critical applications within the
data and telecom sector. If hackers or
competitors gain access, the conse-
quences could be severe.

With the introduction of modern
security protocols such as SSH, SSL,
IPSec and IKE, the technology is now
readily available for secure communi-
cation over insecure networks. The
many advantages of the Internet are
now ready to be explored by the em-

bedded world.

The Internet Protocol Lacks
Security

The Internet protocol, IP, has no secu-
rity features. This means that all data
transferred over the protocol is unpro-
tected, which in turn has severe conse-
quences and drawbacks.

Unverified identity of sender
and receiver

When communicating over the IP pro-
tocol, the identity of the peer is unveri-
fied. The IP address is of course known,
but unfortunately the address is easy to
fake. Thus the IP address provides no
reliable information. This is a problem
both for clients and servers. Servers typi-
cally want to know the identity of the
client, e.g. to verify that the client is
authorized. Clients typically want to
know that they are connected to the
correct server, before they start to trans-
fer sensitive information.

Data can be read by
unauthorized persons

Data is transferred in clear over the
Internet protocol. This means that the
data is unprotected from unauthorized
reading. Passwords can be stolen, sen-
sitive application data can be recorded
as it is transferred, etc.

Data can be modified

There is no way for a receiver to detect
if data has been changed since it was
sent. If incorrect information is intro-
duced into a system, the consequences
are grave. Modified messages also con-
stitute a serious denial-of-service threat.




Non-secure Internet Protocols

Messages can be replayed

An attacker does not have to under-
stand the details of a message. A mes-
sage can simply be recorded and later
replayed. An attacker can record
reconfiguration commands to a system.
At a later time the messages can be re-
played. At that time the configuration
commands are probably obsolete, and
severe damage could be inflicted to the
system. This scenario is of a sabotage
or denial-of service kind, but although
these attacks provide no benefit for the
attacker, they are an everyday reality on
the Internet.

Security Has Been Left to the
Application Protocol

Since the IP protocol lacks security fea-
tures, the responsibility for security has
been left to the application protocol.
Each application protocol has been
forced to provide its own security fea-
tures. Designing good security requires
asignificant amount of work, too much
work to implement it in each individual
protocol. This has lead to a situation
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where the application protocols only
contain few and poor security func-
tions. Some protocols completely lack
security!

Telnet — remote terminal
protocol

A password is often required when log-
ging in using the telnet protocol. This
password is then sent in plain text over
the network, exposing it to anyone lis-
tening in on the traffic.

FTP - File Transfer Protocol
FTP connections are in plain text.
Userid and password sent in order to
log in can be stolen by anyone listen-
ing in on the communication. Further-
more, the files exchanged are also com-
pletely unprotected from unauthorized
reading and modification.

SNMP - Simple Network
Management Protocol

The SNMP protocol is used to manage
remote equipment. It only uses a com-
munity string for authentication, which

is equivalent to only requiring a userid
but no password. It is thus very easy to
send a faked SNMP request. There is
no guarantee that the request has not
been changed when transferred over the
network. A re-configuration request
that has been modified could have dev-
astating effects! Furthermore, replayed
requests could also have severe conse-
quences. The lack of security features
has severely hindered the deployment
of SNMP as a management protocol.

HTTP - Hyper Text Transfer
Protocol

The HTTP protocol contains a feature
called basic authentication to carry
userid and password information. The
userid and password is only base64 en-
coded. It is a trivial task to decode the
information and extract the userid and
password. In recent years many embed-
ded systems have added a web inter-
face for management. The benefits are
obvious; it gives the system a very cheap
yet powerful user interface. The secu-
rity implications are, however, severe.
The passwords used to log in can be
sniffed, sensitive configuration infor-
mation is exposed to unauthorized read-
ing, there is no guarantee that configu-
ration updates have not been changed
as it was sent over the internet and there
is no way to detected replayed messages.
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SSL Security Protocol

SSH, SSL, IPSec and IKE

Secure Shell (SSH), Secure Socket Layer
(SSL, also known as Transport Layer Se-
curity, TLS), IP Security (IPSec) and
Internet Key Exchange (IKE) are mod-
ern security protocols. They provide
excellent security; authentication,
encryption, integrity and replay protec-
tion. Thus protection is provided
against all the threats described above.
SSH, SSL and IPSec/IKE provide very
similar security services.

The main difference between the
protocols is that the security is applied
at different levels in the system struc-
ture. SSL resides within the application,
while IPSec resides within the TCP/IP
stack. SSH is an application of its own,
providing a secure connection to a re-
mote host.The protocols are also de-
signed to have a minimal impact on the

Internet
Explorer:

Secure SSL
connections

SSL Security

application. IPSec is completely trans-
parent to the application, while SSL
only requires a very small change to the
application. Because the security serv-
ices are applied on a low level, the ap-
plication is relieved of security aspects.

All data that arrives to the applica-
tion is guaranteed to be authentic, not
read by unauthorized entities, not
modified and not replayed. This makes
the application logic significantly easier
to design. Furthermore, SSL, IPSec and
IKE make it possible to use insecure
protocols, in a secure way. SNMP is an
excellent example of a protocol that has
been difficult to deploy due to lack of
security. With the advent of IPSec,
SNMP can now be securely used over
insecure networks, without changing a
single line of code in the SNMP imple-
mentation! Since the Internet Engineer-
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ing Task Force (IETF) specifies both
SSL and IPSec, secure interoperability
is guaranteed.

Description of SSL

SSL resides between the TCP/IP stack
and the application. When an SSL con-
nection is set up a handshake procedure
is first performed. During the hand-
shake, authentication is performed and
encryption keys are exchanged in a se-
cure way. The algorithms to use for
encryption, integrity and replay replay
detection are also negotiated.

All the information negotiated dur-
ing the handshake is stored in an SSL
session. SSL sessions can be re-used for
later connections, which will allow sub-
sequent connections to be established
with minimal overhead. This is a big
advantage, particularly in real-time em-
bedded systems where a full handshake
may take too long in certain situations.
The application can establish an SSL
connection during start-up, in order to
cache an SSL session. When “real” com-
munication is needed, the connection
establishment is very swift.

Once an SSL connection is estab-
lished, all data is encrypted on the send-
ing side and decrypted on the receiv-
ing side. Furthermore, the sender pro-
vides information that makes it possi-
ble for the receiver to verify that the
message is from the expected sender,
that it has not been modified and is not
replayed. All this is transparent to the
application logic. SSL is the de-facto
standard for a number of application
protocols. HTTP is the most well-
known, but LDAP, SMPT, IMAP and
POP3 are other examples.




IPSec and IKE Protocols

Description of IPSec and IKE
IPSec applies authentication, en-
cryption, integrity checks and replay
detection at the network layer. This
means that each IP packet can be pro-
tected and that the security services are
completely transparent to the applica-
tion. In order to carry out the security
services, IPSec needs a number of keys.
These keys are securely exchanged by
IKE.

IPSec is highly configurable. It is
possible to specify what packets secu-
rity shall be applied to, based on source
and destination address and port. This
makes it possible to secure all commu-
nication or only certain applications to
certain destinations. The configuration
can be tailored to the specific needs in
any situation.

A very good characteristic of IPSec/
IKE is that it can secure old applica-
tions, without having to modify the
application. The fact that IPSec resides
in the TCP/IP stack makes this possi-
ble. The application communicates us-
ing TCP and/or UDP and sees noth-
ing of the security applied. With the
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configuration options mentioned
above, security can easily be turned on
and off at runtime as required. IKE can
be set up to exchange keys at start-up.
The necessary keys will then be avail-
able to IPSec, which can then apply se-
curity without latency when applica-
tions start to communicate. This is a
very good characteristic in real time and
embedded systems, and it is very simi-
lar to the SSL session handling de-
scribed above.

IPSec and IKE is gaining accept-
ance rapidly in the industry. It is clearly
the emerging standard for IP security.
A large number of well known server
and desktop operating systems today
support IPSec and IKE, e.g. Solaris,
Windows 2000, HP-UX, Linux, etc. 4

Conclusion

The benefits with having embedded
devices connected to the Internet are
tremendous, but this has until recently
been prevented by security limitations.
With the advent of the SSL, IPSec and
IKE protocols, it is now possible to se-
curely connect embedded systems.

Application

Solaris, HP-UX
win2000, etc

What protocol to use is mostly gov-
erned by the interoperability aspects. If
the application protocol is commonly
used with SSL such as HTTPE LDAP,
etc., SSL is the obvious choice. If IPSec
is mostly used or of the application pro-
tocol has no established standard for
secure communication, IPSec and IKE
is the natural choice. The SSL, IPSec
and IKE protocols reside below the ap-
plication, which minimizes or com-
pletely eliminates the design impact.
The fact that the protocols are speci-
fied by IETF ensures secure inter-
operability.

Security in embedded systems is a
business enabler. It lowers costs and
creates new possibilities in terms of serv-
ices and applications. It is now possible
to securely connect old insecure appli-
cations to the Internet. One area where
this will be very common is remote
management. One example is that it is
now possible to use the SNMP proto-
col securely over the Internet with
IPSec. We will also see a wide range of
new services and applications in embed-
ded systems that take advantage of the
secure connections that the security
protocols provide.
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Interpeak Network Security
Interpeak AB, located in Stockholm, Sweden, specializes in network security
software and new Internet communication protocols for embedded systems.
Interpeak products include IPSec, IKE, SSH, SSL, Web Server Security and NAT.
Internet protocols such as LDAP, L2TP, RADIUS, and PPPoE, as well as a dual-
mode IPv4/IPv6 TCP/IP stack is also available. For additional information, please
visit our homepage: wwuw.interpeak.se, or send a mail to info@interpeak.se.
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